










Annex 1 - List of Subprocessors 

As of the date of this agreement, Simpson Healthcare engages the following Sub processors that may process Personal 
Data: 

Subprocessor (entity name) Address Provided Service 

Primary Region {US East 1) and Infrastructure as a Service and 
Amazon Web services (AWS) Secondary Region (US West 2) Platform as a Service 

United States 
Project Managment service and File 

Basecamp Storage 

Microsoft Office 365 United States Email Provider and Office products 

United States 
PDF Reader and Creative Cloud 

Adobe applications 

Sage lntacct United States Accounting software 

   

Annex 2 - Information Security Measures 

Security Program. Simpson Healthcare has developed, implemented, and will consistently update and maintain as 
needed: (i) a written and comprehensive information security program in compliance with applicable Data Protection 
Law; and (ii) reasonable policies and procedures designed to detect, prevent, and mitigate the risk of data security 
breaches or identify theft. Simpson Healthcare will maintain appropriate measures to protect the integrity, security and 
confidentiality of all Customer Personal Data against any anticipated threats or hazards, and/or unauthorized access to 
or use of such data, which measures shall include the following: 

In assessing the appropriate level of security account shall be taken in particular of all the risks that are presented by 
processing, for example fro·m accidental or unlawful destruction, loss, or alteration, unauthorized or unlawful storage, 
processing, access or disclosure of Customer Personal Data; 

the encryption of Personal Data; 

the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services; 

the ability to restore the availability and access to Personal Data in a timely manner in the event of a physical or technical 
incident 

a process for regularly testing, assessing, and evaluating the effectiveness of technical and organizational measures for 
ensuring the security of the processing of Personal Data; 

measures to identify vulnerabilities with regard to the processing of Personal Data in systems used to provide services 
to the Customer; 

Access. Simpson Healthcare shall reasonably update all access rights based on personnel or computer system changes, 
and shall periodically review all access rights at an appropriate frequency to ensure current access rights to Customer 
Personal Data are appropriate and no greater than are required for an individual to perform his or her functions 
necessary to fulfill the purposes of the Agreement. Access controls include: 

Changes. The Parties acknowledge that security requirements are constantly changing, and that effective security 
requires frequent evaluation and regular improvements of outdated security measures. The Simpson Healthcare will 
therefore evaluate the measures as on a periodic basis and will take reasonable measures to maintain compliance with 




